Privacy Policy of waylight.me

Last Updated: 06.12.2025

Waylight Inc. ("we," "us," "our," or the "Owner") operates the website waylight.me (the "Service").
We are committed to protecting your personal data.

This Privacy Policy explains how we collect, use, disclose, and safeguard your information when you
visit our website. It applies to all users worldwide, with specific provisions for users in the European
Union (EU), United Kingdom (UK), Brazil, and the United States.

1. Owner and Data Controller

Waylight Inc.
7209 Lancaster Pike, Suite 4-1282
Hockessin, DE, 19707, USA

Owner Contact Email: info@waylight.me

2. Types of Data Collected

We collect various types of Personal Data, either directly from you or automatically through the use
of our Service and third-party tools.

A. Information You Provide to Us

e Identity Data: First name, last name, username, date of birth, gender, profile picture.

e Contact Data: Email address, phone number, physical address, billing address, ZIP/Postal
code, state, county, country.

e Professional Data: Company name, profession, workplace, academic background, Tax ID,
number of employees, budget, field of activity.

e User Content: Content of emails or messages sent to us, answers to surveys/questions,
and content posted in comments.

B. Information Collected Automatically

e Technical Data: IP address, browser type, operating system, device usage details, and
"Trackers" (Cookies, unique device identifiers).
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e Usage Data: Details on how you use the website, pages visited, time spent, and clickstream
data.

e Location Data: Geographic position, approximate location (non-continuous), and
geography/region.

e Device Permissions: With your specific consent, we may access your device’s Camera (for
capturing images/video) and Microphone (for recording audio).

3. Mode and Place of Processing

A. Methods of Processing

We take appropriate security measures to prevent unauthorized access, disclosure, modification, or
unauthorized destruction of the Data.

Data processing is carried out using computers and/or IT-enabled tools, following organizational
procedures and modes strictly related to the purposes indicated. In addition to the Owner, in some
cases, the Data may be accessible to external parties (e.g., third-party technical service providers,
mail carriers, hosting providers, IT companies, communications agencies) appointed, if necessary,
as Data Processors.

B. Place of Processing and Cross-Border Transfers

The Data is processed at the Owner's operating offices and in any other places where the parties
involved in the processing are located.

e Transfers to the USA: As Waylight Inc. is based in the United States, data collected
worldwide is transferred to and processed in the US.

e EU/UK Users: For transfers from the European Economic Area (EEA) or the United
Kingdom to the US or other third countries, we rely on specific legal bases such as Standard
Contractual Clauses (SCCs) approved by the European Commission or the UK
International Data Transfer Agreement (IDTA), ensuring your data remains protected.

C. Retention Time

Personal Data shall be processed and stored for as long as required by the purpose they have been
collected for.

e Contractual Necessity: Data collected for the performance of a contract is retained until the
contract has been fully performed.



e Legitimate Interest: Data collected for legitimate interests is retained as long as needed to
fulfill such purposes.
e Legal Obligation: We may retain data for a longer period whenever required to do so for the

performance of a legal obligation or upon order of an authority.

Once the retention period expires, Personal Data shall be deleted. Therefore, the right of access, the
right to erasure, the right to rectification, and the right to data portability cannot be enforced after

expiration of the retention period.

4. Purposes of Processing and Third-Party Services

We use your data to provide our Service, comply with legal obligations, respond to enforcement
requests, protect our rights, detect fraud, and for the following specific purposes using third-party

services:

A. Authentication and Registration

e Direct Registration: We collect Identity and Contact Data directly via our forms.

B. Payments

e Stripe (Stripe Inc.): Processes payments. We do not store your full credit card details; these
are handled directly by Stripe.

C. Analytics and Tracking

e Google Analytics (Google LLC): Analyzes web traffic and user behavior. (Includes Google
Analytics 4).

e Meta Events Manager & Meta Pixel (Meta Platforms, Inc.): Tracks conversions and traffic
from the Meta Audience Network (Facebook/Instagram).

e Hotjar Form Analysis & Conversion Funnels (Hotjar Ltd.): Analyzes how users interact

with forms.

D. Heat Mapping and Session Recording

e Hotjar Heat Maps & Recordings (Hotjar Ltd.): Displays areas of the website users interact
with most and records sessions for visual playback. Hotjar honors "Do Not Track™
headers.

E. Hosting and Backend Infrastructure



e Amazon Web Services (AWS): Hosting and backend infrastructure.
e Cloudflare (Cloudflare Inc.): Traffic optimization, distribution, and security.

F. Infrastructure Monitoring

e Sentry (Functional Software, Inc.): Monitors system performance and tracks errors.

G. Interaction with External Platforms

e WhatsApp Business Chat widget (Meta Platforms, Inc.): Allows direct chat interaction via
WhatsApp.

e Hotjar Poll & Survey widgets / Recruit User Testers (Hotjar Ltd.): Enables interaction
with surveys and feedback collection.

5. Legal Basis of Processing (GDPR & UK GDPR)

For Users in the European Union and the United Kingdom, we rely on the following legal bases to
process your Personal Data:

1. Consent: You have given your consent for one or more specific purposes (e.g., cookies,
marketing).

2. Contract: Provision of Data is necessary for the performance of an agreement with you
(e.g., providing the Service).

3. Legal Obligation: Processing is necessary for compliance with a legal obligation to which
the Owner is subject.

4. Legitimate Interests: Processing is necessary for the purposes of the legitimate interests
pursued by the Owner or by a third party (e.g., security, analytics), provided these do not
override your fundamental rights.

Your Rights (EU & UK)

Under the GDPR and UK GDPR, you have the right to:

e Withdraw consent at any time.

e Object to processing of your Data.

e Access your Data and obtain a copy.

e Verify and seek rectification of inaccurate Data.

e Restrict the processing of your Data.

e Have your Data deleted (Right to Erasure).

e Receive your Data and transfer it to another controller (Data Portability).



e Lodge a complaint with your competent data protection authority.

6. Information for US Consumers (Multi-State Notice)

This section applies to residents of California (CCPA/CPRA), Virginia (VCDPA), Colorado (CPA),
Connecticut (CTDPA), and Utah (UCPA).

A. Categories of Information Collected

In the preceding 12 months, we have collected the following categories of personal information:
Identifiers, Commercial Information, Biometric Information (if applicable via device permissions),
Internet/Network Activity, Geolocation Data, Sensory Information (audio/visual), Employment-related

information, and Inferred Information.

B. Sale or Sharing of Personal Data

We do not "sell" personal information in the traditional sense (exchanging data for money). However,
under the definitions of California, Virginia, Colorado, Connecticut, and Utah laws, the use of
certain third-party advertising and analytics tools (like Meta Pixel or Google Analytics) may be
considered a "sale" or "sharing" for cross-context behavioral advertising.

You have the right to Opt-Out:

e You may opt out of the "sale" or "sharing" of your Personal Data for targeted advertising.
e Global Privacy Control (GPC): We respect the GPC signal. If your browser sends a GPC
signal, we will treat it as a request to opt out of the sale/sharing of your information.

C. Sensitive Personal Information

We collect specific Sensitive Personal Information (e.g., Account Logins, Tax IDs) only for the
purpose of providing the Service. You have the right to limit the use of your Sensitive Personal
Information to that which is necessary to perform the services.

D. Exercising Your US State Rights
Depending on your state of residence, you have the right to:

e Confirm processing and access your data.
e Correct inaccuracies in your data.

e Delete your personal data.



e Obtain a copy of your data (Portability).
e Opt-out of profiling and targeted advertising.
e Non-discrimination: We will not discriminate against you for exercising your privacy rights.

To exercise these rights, contact us at info@waylight.me. We will respond within the timeframes
mandated by your state's law (usually 45 days).

7. Information for Users in Brazil (LGPD)

This section applies to users residing in Brazil. We comply with the Lei Geral de Protegao de
Dados (LGPD).

e Legal Bases: We process data based on your consent, compliance with legal obligations,
execution of a contract, or legitimate interests.

e Your Rights: You have the right to confirmation of processing, access, rectification,
anonymization/blocking/elimination of unnecessary data, portability, deletion of data
processed with consent, information about data sharing, and revocation of consent.

e Contact: To exercise your rights under LGPD, please contact the Owner via the email
provided at the beginning of this document.

8. Cookie Policy

This Website uses Trackers (Cookies).

e Strictly Necessary: Required for the operation of the site (e.g., AuthO session, Stripe
security).

e Measurement & Analytics: Used to understand site usage (Google Analytics, Hotjar).

e Targeting & Advertising: Used to deliver relevant ads (Meta Pixel).

For detailed information on the specific duration and technical names of the cookies (e.g., ga,
__fbp), and to manage your consent preferences, please consult our dedicated Cookie Policy or the

consent management tool on our website.

Do Not Track (DNT) Requests

This Website does not support "Do Not Track" requests from browsers. However, as stated above,
we do support the Global Privacy Control (GPC) signal regarding the sale/sharing of data.
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9. Changes to this Privacy Policy

The Owner reserves the right to make changes to this privacy policy at any time by notifying its
Users on this page and possibly within this Website. It is strongly recommended to check this page
often, referring to the date of the last modification listed at the top.

Should the changes affect processing activities performed on the basis of the User’s consent, the
Owner shall collect new consent from the User, where required.

Contact Information

For any questions regarding this Privacy Policy, please contact:
Waylight Inc.

Email: info@waylight.me
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